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To Our Valued Readers:

Sybex is proud to have served as a member of CompTIA's Linux+ Advisory Committee. Just as CompTIA
is committed to establishing measurable standards for certifying individuals who will support Linux
systems in the future, Sybex is committed to providing those individuals with the skills needed to meet
those standards. By working alongside CompTIA, and in conjunction with other esteemed members
of the Linux+ committee, it is our desire to help bridge the knowledge and skills gap that currently con-
fronts the IT industry.

Sybex expects the Linux+ program to be well received, both by companies seeking qualified technical
staff and by the IT training community. Along with the existing line of vendor-neutral certifications
from CompTIA, including A+, Network+, Server+, and i-Net+, the Linux+ certification should prove
to be an invaluable asset in the years ahead.

Our authors and editors have worked hard to ensure that this Linux+ Study Guide is comprehensive,
in-depth, and pedagogically sound. We’re confident that this book will meet and exceed the demanding
standards of the certification marketplace and help you, the Linux+ exam candidate, succeed in your
endeavors.

Good luck in pursuit of your Linux+ certification!

Neil Edde
Associate Publisher—Certification
Sybex, Inc.

SYBEX Inc. 1151 Marina Village Parkway, Alameda, CA 94501
Tel: 510/523-8233  Fax: 510/523-2373 HTTP://www.sybex.com
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Software License Agreement: Terms and Conditions

The media and/or any online materials accompanying this
book that are available now or in the future contain pro-
grams and/or text files (the "Software") to be used in connec-
tion with the book. SYBEX hereby grants to you a license to
use the Software, subject to the terms that follow. Your pur-
chase, acceptance, or use of the Software will constitute your
acceptance of such terms.

The Software compilation is the property of SYBEX unless
otherwise indicated and is protected by copyright to SYBEX
or other copyright owner(s) as indicated in the media files
(the "Owner(s)"). You are hereby granted a single-user
license to use the Software for your personal, noncommercial
use only. You may not reproduce, sell, distribute, publish,
circulate, or commercially exploit the Software, or any por-
tion thereof, without the written consent of SYBEX and the
specific copyright owner(s) of any component software
included on this media.

In the event that the Software or components include specific
license requirements or end-user agreements, statements of
condition, disclaimers, limitations or warranties ("End-User
License"), those End-User Licenses supersede the terms and
conditions herein as to that particular Software component.
Your purchase, acceptance, or use of the Software will con-
stitute your acceptance of such End-User Licenses.

By purchase, use or acceptance of the Software you further
agree to comply with all export laws and regulations of the
United States as such laws and regulations may exist from
time to time.

Software Support

Components of the supplemental Software and any offers
associated with them may be supported by the specific
Owner(s) of that material but they are not supported by
SYBEX. Information regarding any available support may be
obtained from the Owner(s) using the information provided
in the appropriate read.me files or listed elsewhere on the
media.

Should the manufacturer(s) or other Owner(s) cease to offer
support or decline to honor any offer, SYBEX bears no
responsibility. This notice concerning support for the Soft-
ware is provided for your information only. SYBEX is not the
agent or principal of the Owner(s), and SYBEX is in no way
responsible for providing any support for the Software, nor is
it liable or responsible for any support provided, or not pro-
vided, by the Owner(s).

Warranty

SYBEX warrants the enclosed media to be free of physical
defects for a period of ninety (90) days after purchase. The
Software is not available from SYBEX in any other form or
media than that enclosed herein or posted to www.sybex.com.
If you discover a defect in the media during this warranty
period, you may obtain a replacement of identical format at

Copyright ©2001 SYBEX, Inc., Alameda, CA

no charge by sending the defective media, postage prepaid,
with proof of purchase to:

SYBEX Inc.

Customer Service Department

1151 Marina Village Parkway
Alameda, CA 94501

(510) 523-8233

Fax: (510) 523-2373

e-mail: info@sybex.com

WEB: HTTP://WWW.SYBEX.COM

After the 90-day period, you can obtain replacement media
of identical format by sending us the defective disk, proof of
purchase, and a check or money order for $10, payable to
SYBEX.

Disclaimer

SYBEX makes no warranty or representation, either
expressed or implied, with respect to the Software or its con-
tents, quality, performance, merchantability, or fitness for a
particular purpose. In no event will SYBEX, its distributors,
or dealers be liable to you or any other party for direct, indi-
rect, special, incidental, consequential, or other damages
arising out of the use of or inability to use the Software or its
contents even if advised of the possibility of such damage. In
the event that the Software includes an online update feature,
SYBEX further disclaims any obligation to provide this fea-
ture for any specific duration other than the initial posting.
The exclusion of implied warranties is not permitted by some
states. Therefore, the above exclusion may not apply to you.
This warranty provides you with specific legal rights; there
may be other rights that you may have that vary from state to
state. The pricing of the book with the Software by SYBEX
reflects the allocation of risk and limitations on liability con-
tained in this agreement of Terms and Conditions.

Shareware Distribution

This Software may contain various programs that are distrib-
uted as shareware. Copyright laws apply to both shareware
and ordinary commercial software, and the copyright
Owner(s) retains all rights. If you try a shareware program
and continue using it, you are expected to register it. Individ-
ual programs differ on details of trial periods, registration,
and payment. Please observe the requirements stated in
appropriate files.

Copy Protection

The Software in whole or in part may or may not be copy-
protected or encrypted. However, in all cases, reselling or
redistributing these files without authorization is expressly
forbidden except as specifically provided for by the Owner(s)
therein.
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In memory of Douglas Adams, 1952-2001. So long, and thanks for all the
laughter.
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Introduction

Why should you learn about Linux? It’s a fast-growing operating sys-
tem, and it is inexpensive and flexible. Linux is also a major player in the
small and mid-sized server field, and it’s an increasingly viable platform for
workstation and desktop use, as well. By understanding Linux, you’ll
increase your standing in the job market. Even if you already know Windows
or MacOS and your employer uses these systems exclusively, understanding
Linux will give you an edge when you are looking for a new job or if you are
looking for promotion. For instance, this knowledge will allow you to make
an informed decision about if and when you should deploy Linux.

The Computing Technology Industry Association (CompTIA) has devel-
oped its Linux+ exam as an introductory certification for people who want
to enter careers involving Linux. The exam is meant to certify that an indi-
vidual has the skills necessary to install, operate, and troubleshoot a Linux
system, and is familiar with Linux-specific concepts and basic hardware.

The purpose of this book is to help you pass the Linux+ exam. Because
this exam covers basic Linux installation, use, configuration, administration,
and hardware interactions, those are the topics that are emphasized in this
book. You’ll learn enough to get a Linux system up and running and how to
configure it for many common tasks. Even after you’ve taken and passed the
Linux+ exam, this book should remain a useful reference.

What Is Linux?

Linux is a clone of the Unix OS that has been popular in academia and many
business environments for years. Formerly used exclusively on large main-
frames, Unix and Linux can now run on small computers—which are actu-
ally far more powerful than the mainframes of just a few years ago. Because
of its mainframe heritage, Unix (and hence also Linux) scales well to perform
today’s demanding scientific, engineering, and network server tasks.

Linux consists of a kernel, which is the core control software, and many
libraries and utilities that rely upon the kernel to provide features with which
users interact. The OS is available in many different distributions, which are
bundlings of a specific kernel with specific support programs. These con-
cepts are discussed at greater length in Chapters 1-3.
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Why Become Linux+ Certified?

There are several good reasons to get your Linux+ certification. The
CompTIA Candidates Information packet lists five major benefits:

Provides proof of professional achievement Certifications are quickly
becoming status symbols in the computer service industry. Organizations,
including members of the computer service industry, are recognizing the
benefits of certification, such as Linux+ or A+. Organizations are pushing
for their members to become certified. Every day, more people are putting
the CompTIA official certification logo on their business cards.

Increases your marketability Linux+ certification makes individuals
more marketable to potential employers. Also, the Linux+ certified
employees might receive a higher salary base because employers won’t
have to spend as much money on vendor-specific training.

Provides an opportunity for advancement Most raises and advance-
ments are based on performance. Linux+ certified employees work faster
and more efficiently. The more productive employees are, the more
money they will make for their company. And, of course, the more money
they make for the company, the more valuable they will be to the com-
pany. So, if employees are Linux+ certified, their chances of getting pro-
moted will be greater.

Fulfills training requirements Each year, more and more major com-
puter hardware vendors, including (but not limited to) IBM, Hewlett-
Packard, and Compagq, are recognizing CompTIA’s certifications as pre-
requisites in their own respective certification programs. The use of out-
side certifications like Linux+ has the side benefit of reducing training
costs for employers. Because more and more small companies are deploy-
ing the flexible and inexpensive OS we call Linux, the demand for expe-
rienced users is growing. CompTIA anticipates that the Linux+ exam, like
the A+ exam, will find itself integrated into various certification programs
as well.

Raises customer confidence As the IT community, users, small business
owners, and the like become more familiar with the Linux+ certified pro-
fessional moniker, more of them will realize that the Linux+ professional
is more qualified to work in their Linux environment than is a non-
certified individual.
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How to Become Linux+ Certified

The Linux+ certification is available to anyone who passes the test. You
don’t have to work for a particular company. It’s not a secret society. It is,
however, an elite group.

The exam is administered by Prometric and can be taken at any Prometric
Testing Center. If you pass, you will get a certificate in the mail from
CompTIA saying that you have passed, and you will also receive a lapel pin
and business cards. To find the Prometric training center nearest you, call
(800) 755-EXAM (755-3926).

To register for the exam, call Prometric at (800) 776-MICRO (776-4276)
or register online at http://www.2test.com. You’ll be asked for your
name, your Social Security number (an optional number may be assigned if
you don’t wish to disclose your Social Security number), mailing address,
phone number, employer, when and where you want to take the test (i.e.,
which Prometric testing center), and your credit card number (arrangement
for payment must be made at the time of registration).

Who Should Buy This Book

Anybody who wants to pass the Linux+ exam may benefit from this book.
If you’re new to Linux, this book covers the material you will need to learn
the OS from the beginning, and it continues to provide the knowledge you
need up to a proficiency level sufficient to pass the Linux+ exam. You can
pick up this book and learn from it even if you’ve never used Linux before,
although youw’ll find it an easier read if you’ve at least casually used Linux for
a few days. If you’re already familiar with Linux, this book can serve as a
review and as a refresher course for information with which you might not
be completely familiar. In either case, reading this book will help you to pass
the Linux+ exam.

This book is written with the assumption that you know at least a little bit
about Linux (what it is, and possibly a few Linux commands). This book
also assumes that you know some basics about computers in general, such as
how to use a keyboard, how to insert a floppy disk into a floppy drive, and
so on. Chances are you have used computers in a substantial way in the
past—perhaps even Linux, as an ordinary user, or maybe you have used
Windows or MacOS. This book does #ot assume that you have extensive
knowledge of Linux system administration, but if you’ve done some system
administration, you can still use this book to fill in gaps in your knowledge.
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How This Book Is Organized

This book consists of nine chapters plus supplementary information: a glos-
sary, this Introduction, and the Assessment Test after the Introduction. The
chapters are organized as follows:

= Chapter 1, “Planning the Implementation,” covers things you should

consider before you install Linux on a computer. This chapter com-
pares Linux to other OSs, it discusses Linux’s hardware requirements
and its disk partition requirements, it describes the various Linux dis-
tributions, and it explores the software licenses found in the Linux
world.

Chapter 2, “Installing Linux,” covers the Linux installation process.
Because Linux is available in several variant forms, this chapter
focuses on just one (Linux Mandrake 8.0), but other Linux distribu-
tions must perform the same fundamental tasks, so much of this infor-
mation is directly applicable to other distributions. This chapter also
covers the post-installation configuration of one particularly critical
Linux component: the X Window System (or X for short), which pro-
vides Linux’s GUI environment.

Chapter 3, “Software Management,” covers how to install and con-
figure software. Much of this discussion is devoted to the two major
package management systems in Linux, the Red Hat Package Man-
ager (RPM) and Debian packages. This chapter also covers kernel
issues and boot loaders (which are used to boot a Linux kernel).

Chapter 4, “Users and Security,” covers how to create and maintain
user accounts; it also covers the security issues surrounding users and
Linux more generally. Because Linux is a clone of Unix, it includes
extensive support for multiple users, and understanding Linux’s model
for user accounts is critical to many aspects of Linux’s operation.

Chapter 5, “Networking,” covers how to use Linux on a network.
This chapter includes an overview of what a network is, including the
popular TCP/IP networking tools upon which the Internet is built.
Several popular Linux network client programs are discussed, as is the
subject of how to control access to a Linux computer.
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= Chapter 6, “Managing Files and Services,” covers many of the impor-
tant Linux configuration files and some miscellaneous administrative
and user tasks, such as how you should use a GUI environment and
how to write a shell script. Most of these tasks aren’t very glamorous,
but they’re critically important for you to know if you want to keep a
system running properly.

= Chapter 7, “Managing Partitions and Processes,” covers two things:
filesystems (disk partitions and the data they contain) and processes
(running programs). Specific topics include how to create and manage
filesystems, how to back up and restore a computer, how to run pro-
grams at specific scheduled times, and how to manipulate running
processes.

= Chapter 8, “Hardware Issues,” covers various hardware topics. These
include configuring printers, using kernel modules (drivers for specific
hardware devices), adding new hardware, using laptop computers,
and diagnosing hardware problems. Some of these issues are the same
as in other OSs, but Linux handles some hardware devices in funda-
mentally different ways than do many other OSs.

= Chapter 9, “Troubleshooting,” is devoted to the question of what to
do when things go wrong. This chapter includes information on how
to narrow down the problem space to a manageable size, and it
includes advice on how to proceed when you see many common prob-
lem symptoms.

Each chapter begins with a list of the CompTIA Linux+ objectives that are
covered in that chapter. (The book doesn’t cover objectives in the same order
as CompTIA lists them, so don’t be alarmed when you notice gaps in the
sequence.) At the end of each chapter, there are several elements you can use
to help prepare for the exam:

Exam Essentials This section summarizes important information that
was covered in the chapter. You should be able to perform each of the
tasks or convey the information requested.

Commands in This Chapter Most chapters include discussion of sev-
eral Linux commands. (Chapter 1 is an exception to this rule.) You should
be familiar with these commands before taking the exam. You might not
need to know every option for every command, but you should know
what the command does and be familiar with its major options. (Chapter 3
begins with a discussion of how to perform basic tasks in a Linux com-

mand shell.)
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Key Terms The key terms are italicized throughout the text. They’re
important terms with which you should be familiar before you take the
exam. The Glossary provides definitions for all of the key terms. They’re
also defined in the text in which they’re first discussed extensively.

Review Questions Each chapter concludes with twenty review ques-
tions. You should answer these questions and check your answer against
the one provided after the questions. If you can’t answer at least 80 per-
cent of these questions correctly, go back and review the chapter, or at
least those sections that seem to be giving you difficulty.

The Review Questions, Assessment Test, and other testing elements included
in this book are not derived from the CompTIA Linux+ exam questions, so
don’t memorize the answers to these questions and assume that doing this
will let you pass the Linux+ exam. You should learn the underlying topic, as
described in the text of the book. This will let you answer the questions pro-
vided with this book and pass the exam. Learning the underlying topic is also
the approach that will serve you best in the workplace—the ultimate goal of a
certification like Linux+.

To get the most out of this book, you should read each chapter from start
to finish, then check your memory and understanding with the chapter-end
elements. Even if you’re already familiar with a topic, you should skim the
chapter; Linux is complex enough that there are often multiple ways to
accomplish a task, so you may learn something even if you’re already com-
petent in an area.

Bonus CD-ROM Contents

This book comes with a CD-ROM that contains both the book’s features
and several additional elements. Items available on the CD-ROM include the
following:

Book contents as a PDF file The entire book is available as an Adobe
Portable Document Format (PDF; aka Acrobat) file. This allows you to
take the book with you on the road or use a PDF reader’s search function
to find a word or phrase you remember reading but can’t quite find.
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Electronic “flashcards” The CD-ROM includes 150 questions in
“flashcard” format (a question followed by a single correct answer). You
can use these to review your knowledge of the Linux+ exam objectives.

Sample Tests All of the questions in this book appear on the CD-
ROM—both the 30-question Assessment Test at the end of this Introduc-
tion and the 180 questions that consist of the nine 20-question Review
Question sections for each chapter. In addition, there are two 65-question
Bonus Exams.

%}’ You can use a PDF reader like Adobe Acrobat or any Ghostscript-based viewer

ITE in Linux to read the PDF files on the CD-ROM. The sample tests use a Java
applet that works with Java-enabled Web browsers in Linux, Windows, or
other OSs. Look for a file called test.htm in the test engine directory on the
CD-ROM and double-click it in a file browser, or load it using a file selector in
your Web browser. Chapter 7, “Managing Partitions and Processes,” dis-
cusses mounting disks, including CD-ROMs, if you want to access these files
from Linux.

Conventions Used in This Book

This book uses certain typographic styles in order to help you quickly iden-
tify important information and to avoid confusion over the meaning of
words such as on-screen prompts. In particular:

= [talicized text indicates key terms that are discussed at length for the
first time in a chapter. (Italics are also used for emphasis.)

= A monospaced font is used to indicate the contents of configuration
files, messages displayed at a text-mode Linux shell prompt, file-
names, and Internet URLs.

= Ttalicized monospaced text indicates a variable—information
that differs from one system or command run to another, such as the
name of a client computer or a process ID number.
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= Bold monospaced text is information that you’re to type into the
computer, usually at a Linux shell prompt. This text can also be ital-
icized to indicate that you should substitute an appropriate value for
your system. (When isolated on their own lines, commands are pre-
ceded by non-bold monospaced $ or # command prompts.)

In addition to these text conventions, which can apply to individual words
or entire paragraphs, there are a few conventions that I use to highlight seg-
ments of text:

A Note indicates information that's useful or interesting, but that's somewhat
peripheral to the main discussion. A Note might be relevant to a small number
of networks, for instance, or it may refer to an outdated feature.

A Tip provides information that can save you time or frustration and that may
not be entirely obvious. A Tip might describe how to get around a limitation,
or how to use a feature to perform an unusual task.

Warnings describe potential pitfalls or dangers. If you fail to heed a Warning,
you may end up spending a lot of time recovering from a bug, or you may
even end up restoring your entire system from scratch.

Sidebars

A Sidebar is like a Note but is longer. Typically, a Note is one paragraph or
less in length, but Sidebars are longer than this. The information in a Side-
bar is useful, but it doesn’t fit into the main flow of the discussion.
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@ Real World Scenario
Real World Scenario

A Real World Scenario is a type of sidebar that describes some task or
example that’s particularly grounded in the real world. This may be a situ-
ation | or somebody | know has encountered, or it may be advice on how to
work around problems that are common in real, working Linux environments.

The Exam Objectives

Behind every computer industry exam you can be sure to find exam objec-
tives—the broad topics in which exam developers want to ensure your
competency. The official CompTIA objectives for the Linux+ exam are
listed here.

%’ Exam objectives are subject to change at any time without prior notice and at

ITE CompTIA’s sole discretion. Please visit the Linux+ Certification page of CompTIA's
Web site (http://www.comptia.com/certification/Tinuxplus/index.htm)
for the most current listing of exam objectives.

Domain 1.0 Planning the Implementation

1.1 Identify purpose of Linux machine based on predetermined cus-
tomer requirements (e.g., appliance, desktop system, database, mail
server).

1.2 Identify all system hardware required and validate that it is sup-
ported by Linux (e.g., CPUs, RAM, graphics cards, storage devices,
network interface cards, modem).

1.3 Determine what software and services should be installed (e.g.,
client applications for workstation, server services for desired task),
check requirements and validate that it is supported by Linux.

1.4 Determine how storage space will be allocated to file systems
(e.g., partition schemes).
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1.5 Compare and contrast how major Linux licensing schemes work
(e.g., GNU/GPL, freeware, shareware, open source, closed source,
artistic license).

1.6 Identify the function of different Linux services (e.g., Apache,
Squid, SAMBA, Sendmail, ipchains, BIND).

1.7 Identify strengths and weaknesses of different distributions and
their packaging solutions (e.g., tar ball vs. RPM/DEB).

1.8 Describe the functions, features, and benefits of Linux solutions
as compared with other operating systems (e.g., Linux players, distri-
butions, available software).

1.9 Identify how the Linux kernel version numbering works.
1.10 Identify where to obtain software and resources.

1.11 Determine customer resources for a solution (e.g., staffing,
budget, training).

Domain 2.0 Installation

2.1 Determine appropriate method of installation based on the envi-
ronment (e.g., boot disk, CD-ROM, Network (HTTP, FTP, NFS, SMB)).

2.2 Describe the different types of Linux installation interaction and
determine which to use for a given situation (e.g., GUI, text, network).

2.3 Select appropriate parameters for Linux installation (e.g., lan-
guage, time zones, keyboard, mouse).

2.4 Select packages based on the machine’s “role” (e.g., Workstation,
Server, Custom).

2.5 Select appropriate options for partitions based on pre-installation
choices (e.g., FDISK, third party partitioning software).

2.6 Partition according to your pre-installation plan using fdisk (e.g.,
/boot, /, /usr, /var/home, SWAP).

2.7 Configure file systems (e.g., (ext2) or (ext3) or REISER).

2.8 Select appropriate networking configuration and protocols (e.g.,
modems, Ethernet, Token-Ring).
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2.9 Select appropriate security settings (e.g., Shadow password, root
password, umask value, password limitations and password rules).

2.10 Create users and passwords during installation.
2.11 Install and configure XFree86 server.

2.12 Select Video card support (e.g., chipset, memory, support
resolution(s)).

2.13 Select appropriate monitor manufacturer and settings (e.g.,
custom, vertical, horizontal, refresh).

2.14 Select the appropriate window managers or desktop environ-
ment (e.g., KDE, GNOME).

2.15 Explain when and why the kernel will need to be recompiled.

2.16 Install boot loader (e.g., LILO, MBR vs. first sector of boot
partition).

2.17 Install and uninstall applications after installing the operating
system (e.g., RPM, tar, gzip).

2.18 Read the Logfiles created during installation to verify the success
of the installation.

2.19 Validate that an installed application is performing correctly in
both a test and production environment.

Domain 3.0 Configuration

3.1 Reconfigure the Xwindow System with automated utilities (e.g.,
Xconfigurator, XF86Setup).

3.2 Configure the client’s workstation for remote access (e.g.,
ppp, ISDN).

3.3 Set environment variables (e.g., PATH, DISPLAY, TERM).

3.4 Configure basic network services and settings (e.g., netconfig,
Tinuxconf; settings for TCP/IP, DNS, DHCP).

3.5 Configure basic server services (e.g., X, SMB, NIS, NFS).

3.6 Configure basic Internet services (e.g., HTTP, POP, SMTP,
SNMP, FTP).
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3.7 Identify when swap space needs to be increased.
3.8 Add and configure printers.

3.9 Install and configure add-in hardware (e.g., monitors, modems,
network interfaces, scanners).

3.10 Reconfigure boot loader (e.g., LILO).

3.11 Identify the purpose and characteristics of configuration files
(e.g., BASH, inittab, fstab, /etc/*).

3.12 Edit basic configuration files (e.g., BASH files, inittab, fstab).

3.13 Load, remove, and edit list modules (e.g., insmod, rmmod,
Ismod, modprobe).

3.14 Document the installation of the operating system, including
configuration.

3.15 Configure access rights (e.g., rlogin, NIS, FTP, TFTP, SSH,
Telnet).

Domain 4.0 Administration

4.1 Create and delete users.

4.2 Modify existing users (e.g., password, groups, personal
information).

4.3 Create, modify, and delete groups.

4.4 Identify and change file permissions, modes, and types by using
chmod, chown, and chgrp.

4.5 Manage and navigate the Linux hierarchy (e.g., /etc, /usr,
/bin, /var).

4.6 Manage and navigate the standard Linux file system (e.g., mv,
mkdir, Ts, rm).

4.7 Perform administrative tasks while logged in as root, or by using
the su command (e.g., understand commands that are dangerous to the
system).

4.8 Mount and manage filesystems and devices (e.g., /mnt, /dev, du,
df, mount, umount).
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4.9 Describe and use the features of the multi-user environment (e.g.,
virtual terminals, multiple logins).

4.10 Use common shell commands and expressions.

4.11 Use network commands to connect to and manage remote sys-
tems (e.g., telnet, ftp, ssh, netstat, transfer files, redirect
Xwindow).

4.12 Create, extract, and edit file and tape archives using tar.
4.13 Manage runlevels using init and shutdown.

4.14 Stop, start, and restart services (daemons) as needed (e.g.,
init files).

4.15 Manage print spools and queues.
4.16 Create, edit, and save files using vi.

4.17 Manage and navigate the Graphical User Interface (e.g., menus,
Xterm).

4.18 Program basic shell scripts using common shell commands (e.g.,
grep, find, cut, if).
Domain 5.0 System Maintenance

5.1 Create and manage local storage devices and file systems (e.g.,
fsck, fdisk, mkfs).

5.2 Verify user and root cron jobs and understand the function
of cron.

5.3 Identify core dumps and remove or forward as appropriate.
5.4 Run and interpret ifconfig.
5.5 Download and install patches and updates (e.g., packages, tgz).

5.6 Differentiate core services from non-critical services (e.g., ps, PID,
PPID, init, timer).

5.7 Identify, execute, and kill processes (ps, ki11, ki11al11).

5.8 Monitor system log files regularly for errors, logins, and unusual
activity.
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5.9 Document work performed on a system.
5.10 Perform and verify backups and restores.

5.11 Perform and verify security best practices (e.g., passwords, phys-
ical environments).

5.12 Assess security risks (e.g., location, sensitive data, file system
permissions, remove/disable unused accounts, audit system
services/programs).

5.13 Set daemon and process permissions (e.g., SUID — SGID -
Owner/groups).

Domain 6.0 Troubleshooting

6.1 Identify and locate the problem by determining whether the prob-
lem is hardware, operating system, application software, configura-
tion, or the user.

6.2 Describe troubleshooting best practices (i.e., methodology).

6.3 Examine and edit configuration files based on symptoms of a
problem using system utilities.

6.4 Examine, start, and stop processes based on the signs and symp-
toms of a problem.

6.5 Use system status tools to examine system resources and statuses
(e.g., fsck, setserial).

6.6 Use systems boot disk(s) and root disk on workstation and server
to diagnose and rescue file system.

6.7 Inspect and determine cause of errors from system log files.

6.8 Use disk utilities to solve file system problems (e.g., mount,
umount).

6.9 Resolve problems based on user feedback (e.g., rights, unable
to login to the system, unable to print, unable to receive or
transmit mail).

6.10 Recognize common errors (e.g., package dependencies, library
errors, version conflicts).

6.11 Take appropriate action on boot errors (e.g., LILO, bootstrap).
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6.12 Identify backup and restore errors.

6.13 Identify application failure on server (e.g., Web page, telnet,
ftp, pop3, snmp).

6.14 Identify and use troubleshooting commands (e.g., Tocate,
find, grep, |, <, >, >>, cat, tail).

6.15 Locate troubleshooting resources and update as allowable (e.g.,
Web, man pages, howtos, infopages, LUGs).

6.16 Use network utilities to identify network connectivity problems
(e.g., ping, route, traceroute, netstat, 1sof).

Domain 7.0 Identify, Install, and Maintain System
Hardware

7.1 Identify basic terms, concepts, and functions of system compo-
nents, including how each component should work during normal
operation and during the boot process.

7.2 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying proper procedures for installing and configuring ATA devices.

7.3 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying proper procedures for installing and configuring SCSI and
IEEE 1394 devices.

7.4 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying proper procedures for installing and configuring peripheral
devices.

7.5 Assure that system hardware is configured correctly prior to
installation (e.g., IRQs, BIOS, DMA, SCSI settings, cabling) by iden-
tifying available IRQs, DMAs, and I/O addresses and procedures for
device installation and configuration.
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7.6 Remove and replace hardware and accessories (e.g., cables and
components) based on symptoms of a problem by identifying basic
procedures for adding and removing field replaceable components.

7.7 Remove and replace hardware and accessories (e.g., cables and
components) based on symptoms of a problem by identifying common
symptoms and problems associated with each component and how to
troubleshoot and isolate problems.

7.8 Identify basic networking concepts, including how a network
works.

7.9 Identify proper procedures for diagnosing and troubleshooting
ATA devices.

7.10 Identify proper procedures for diagnosing and troubleshooting
SCSI devices.

7.11 Identify proper procedures for diagnosing and troubleshooting
peripheral devices.

7.12 Identify proper procedures for diagnosing and troubleshooting
core system hardware.

7.13 Identify and maintain mobile system hardware (e.g.,
PCMCIA, APM).

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Assessment Test

1. Which of the following tools is it #20st important to have available on
an emergency recovery disk?

A.

B.
C.
D.

fdformat
WordPerfect
mkfs

traceroute

2. The output of free shows that a system with 256 MB of RAM is using
191MB of RAM and 12MB of an available 350MB of swap space.
These values don’t fluctuate much over time. Which of the following
is true?

A.

The computer would experience substantial speedup by doubling
its RAM.

B. The swap space may be safely eliminated.

C. The administrator should use the swapon command to activate

more use of the existing swap space.

. Available swap space and RAM are adequate for the system’s cur-

rent uses.

3. Which of the following tasks can /etc/modules. conf entries
perform? (Choose all that apply.)

A.

They can specify hardware parameters, such as IRQs, to be used by
a kernel module.

. They can indicate a command to be performed whenever the

kernel loads a module.

They can indicate the conditions under which the kernel should
recompile a module.

. They can specify the module to be loaded for a particular type of

hardware.
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4. Which of the following are power management protocols? (Choose all
that apply.)

A. ACPI
B. PPP

C. SMTP
D. APM

5. What does the -t parameter to telinit control?

A. The time between a polite shutdown of unneeded servers
(via SIGTERM) and a forceful shutdown (via SIGKILL)

B. The time between issuing the telinit command and the time the
runlevel change takes place

C. The runlevel that’s to be entered upon completion of the command
D. The message sent to users before the runlevel change is enacted
6. Which of the following programs might you want to remove on a sys-
tem that’s to function solely as a firewall? (Choose all that apply.)
A. init
B. The Telnet client
C. The Linux kernel
D. The Apache server
7. Which of the following is it wise to do when deleting an account with
userdel?

A. Ensure that the user’s password isn’t duplicated in /etc/passwd
or /etc/shadow.

B. Search the computer for stray files owned by the former user.

C. Change permissions on system files to prevent the user from
accessing them remotely.

D. Delete the user’s files with a utility that overwrites former file con-
tents with random data.
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8. Which of the following is true of Debian-based distributions?
A. They all use kernels optimized for Intel Pentium CPUs.

B. They are all derived from Debian GNU/Linux but diverge in vari-
ous ways from the original.

C. They cannot use software shipped in RPM format.
D. They are extremely rare because of the popularity of RPM- and

tarball-based distributions.

9. An1s -1 command reveals that the Toud file has a permission string
of crw-rw---- and ownership by the user root and group audio.
Which of the following is a true statement about this file?

A. Only root and the account that created it may read or write

the file.
B. The file is a directory, as indicated by the leading c.
C. Anybody in the audio group may read from and write to the file.
D. The command chmod 660 Toud will make it accessible to more

users.

10. Which of the following is commonly found in /etc/inetd.conf
entries for servers but not in the equivalent entries in /etc/
xinetd.conf or a file in /etc/xinetd.d?

A. A call to tcpd

B. A specification of the protocol, such as tcp
C. A specification of the user, such as nobody
D. Arguments to be passed to the target server

11. Why might a script include a variable assignment like CC="/usr/
bin/gcc"?
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A. To ensure that the script uses gcc rather than some other C
compiler.

B. Because some programs can’t be called from scripts except when
referred to by variables.

C. The variable assignment allows the script to run the program even
if it lacks execute permission.

D. The variable can be easily changed or assigned different values,
increasing the utility of the script.
12. Which of the following symptoms is more common in kernel bugs
than in application problems?
A. Programs consume an inordinate amount of CPU time.

B. An error message containing the word oops appears in your log
files.

C. A program refuses to start and complains of a missing library file.
D. The problem occurs for some users but not for others.

13. Which of the following are potential problems when using a partition
resizing utility like resize2fs or PartitionMagic? (Choose all that

apply.)

A. A power failure or crash during the resize operation could result in
substantial data loss.

B. Linux may not recognize a resized partition because resizers often
change the partition ID code.

C. No resizing programs exist for the most common Linux filesystem,
ext2fs.

D. If the resizer moves the Linux kernel, you’ll need to reinstall LILO.

14. In which of the following circumstances is it 70st appropriate to run
XFree86 3.3.6 over a 4.0.x version of the server?
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A. Never; XFree86 4.0.x does everything 3.3.6 does, and better.

When you need support for multiple simultaneous monitors to dis-
play an oversized desktop.

C. When 3.3.6 includes a separate accelerated server for your card.

D. When 4.0.x provides unaccelerated support for your chipset but

3.3.6 provides acceleration.

15. You want to set up a firewall on a Linux computer. Which of the fol-
lowing tools might you use to accomplish this task?

A.

B.
C.
D.

Apache
iptables
wall

TCP Wrappers

16. What is the purpose of the setserial command?

A.

It configures a series of actions to be performed automatically by
typing one command.

B. It configures Universal Serial Bus (USB) port parameters.

D.

It disables multitasking, forcing Linux to perform only one com-
mand at a time.

It queries or configures the status of an RS-232 serial port.

17. Which of the following is the purpose of the rc.Tocal or boot.local
startup script?

A.

B.
C.
D.

It sets the system’s time zone and language defaults.
It holds startup commands created for its specific computer.
It displays startup messages to aid in debugging.

It verifies that all other startup scripts are operating correctly.

18. Which of the following is a protocol that can help automate configu-
ration of SCSI devices?
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A

B.

Cc
D

. SCAM
SMB
. ASPI
. ATAPI

19. Which of the following is true of emergency restore procedures?

A.

You should test your emergency recovery tools, no matter what
they are, to be sure they work and you know how to use them,
before an emergency arises.

Emergency disks provided with distributions are guaranteed to be
able to restore a system, provided they can boot a system initially.

The only way to recover a Linux system to a fresh hard disk is to
do a partial installation and then recover the backup system using
the partial system’s tools.

You can’t completely restore a system from a CD-R backup; you
must have a tape backup to create a bootable Linux system.

20. Which of the following is not one of the responsibilities of Tpd?

A.

B
C.
D

Maintaining the printer queues
. Accepting print jobs from remote systems
Informing applications of a printer’s capabilities

. Sending data to printers

21. Which of the following commands displays the contents of a tarball,
including file sizes and time stamps?

A.

B
C.
D

tar xzf theprogram-1.2.3.tgz
. tar tzf theprogram-1.2.3.tgz
tar tvzf theprogram-1.2.3.tgz

. tar x theprogram-1.2.3.tgz

22. Which of the following does a switch allow that a hub does not
permit?
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100Mbps operation
Linking more than five computers
Full-duplex operation

Use with 10-Base5 cabling

O 0w >

23. A Linux system administrator is using Nedit (process name nedit) to
edit a configuration file on a system that hosts several users, but the
editor has hung. Because of this, the administrator types killall
nedit. Why might this action be a mistake?

A. To work properly, you must specify the signal type with the
-SIGNAL parameter.

B. It’s necessary to locate the PID with ps and pass that to ki11al1.

C. The command will kill all Nedit processes, even those owned by
other users.

D. Without the -n parameter, ki11al1 interprets its first parameter
as a username, not a process name.
24. How can you specify the medium used for installation?

A. You can type the codes ¢ for CD-ROM or n for network at the
Tilo: prompt when you first boot the installer.

B. You can use individualized boot floppies for each medium, or you
can choose the medium during the installation process, depending
upon the distribution.

C. Each distribution supports just one installation medium, so the
choice is implicit in your choice of distribution.

D. The installer auto-detects the installation medium, so there’s no
need to explicitly provide this information to the installer.

25. What types of devices may be attached via the USB port? (Choose all

that apply.)

A. Keyboards

B. Modems
C. RAM
D

. Printers
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26. A user whose desktop environment is KDE reports an inability to log
in to the computer in graphics mode. Other users (even those who also
use KDE) have no such problem. Which of the following is most likely
to help resolve this situation?

A.
B.
C.

Reinstalling KDE
Reconfiguring the XF86Conf1ig file’s Mode11ine statements

Deleting the user’s . icewm directory, which controls KDE’s win-
dow manager

Deleting the user’s . kde directory, in which KDE’s preferences are
stored

27. How would you direct the output of the uptime command to a file
called uptime-stats.txt?

A.

echo uptime uptime-stats.txt

. uptime > uptime-stats.txt

B
C.
D

uptime | uptime-stats.txt

. uptime < uptime-stats.txt

28. How do you create a system cron job?

A.

You copy a script into a directory specified in /etc/crontab, such
as /etc/cron.d/Hourly or /etc/cron.daily.

. You type crontab -u system -e to edit the crontab for the

system user.

You type crontab -u system cron-fileto turn cron-fileinto
the system cron file.

. You can’t; system cron jobs are fixed by the distribution and can-

not be altered.

29. Which of the following best describes the relative advantages of Linux
and Windows NT/2000?
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A. Linux is best used on networks; Windows N'T/2000 is best used in
stand-alone installations.

B. Linux better supports Unix applications and servers; Windows
NT/2000 better supports legacy DOS applications.

C. Linuxis best configured through its GUI tools; Windows N'T/2000
is easily configured through text-based tools.

D. Linux supports the most popular office productivity applications;
Windows NT/2000 supports the most popular Internet servers.
30. Why might you want to use both a firewall and server options to
restrict access based on the IP address of a client computer?
A. Without both types of options, access will not be restricted.

B. The redundancy provides protection in case one access control
mechanism is buggy or misconfigured.

C. Server-based controls are good for protections based on Internet IP
addresses, while firewalls are better for protections based on LAN
IP addresses.

D. Server-based controls are ineffective and should never be used.
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1.

C. mkfs is a tool for creating a new filesystem, which is something
you’re likely to need to do in an emergency recovery situation.
fdformat does a low-level format on a floppy disk, WordPerfect is a
word processor, and traceroute helps diagnose network connectivity
problems. You’re unlikely to need to use any of these tools from an
emergency disk. See Chapter 9 for more information.

D. Swap space is being used lightly, and so it isn’t degrading system
performance. The available swap space is large enough that an unex-
pected spike in memory usage probably won’t overwhelm it. The swap
space should not be eliminated in case such a spike arrives, though.

Adding RAM might improve performance somewhat, but most likely,
such an action won’t improve it substantially. The swapon command
won’t improve performance, but it could be used to add more swap

space if memory demands increased. See Chapter 8 for more information.

A,B,D. /etc/modules.conf includes parameters to specify all of
the indicated information, but the Linux kernel never automatically
recompiles a kernel module; that’s a task for you as an administrator.
See Chapter 6 for more information.

A, D. The Advanced Configuration Power Interface (ACPI) and
Advanced Power Management (APM) are power management proto-
cols. The Point-to-Point Protocol (PPP) forms TCP/IP network links
over serial or telephone lines, and the Simple Mail Transfer Protocol
(SMTP) handles e-mail exchanges. See Chapter 8 for more information.

A. When shutting down certain servers, telinit first tries asking
them to shut themselves down by sending a SIGTERM signal. The server
can then close open files and perform other necessary shutdown
housekeeping. If the servers don’t respond to this signal, telinit
becomes more forceful, and passes a SIGKILL signal, which is more
likely to work but doesn’t give the server a chance to shut itself down
in an orderly fashion. See Chapter 6 for more information.
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6. B, D. You’re unlikely to need to use a Telnet client on a firewall, but
an intruder who breaks into the firewall could use it to access your
internal systems. A firewall shouldn’t run any servers that aren’t abso-
lutely required, and an Apache server is almost certainly not required.
initis the master process on a Linux system, and cannot be removed
without damaging the system. Likewise, the Linux kernel controls
everything else; without it, the computer isn’t a Linux computer at all.
See Chapter 4 for more information.

7. B. Tracking down and removing or changing the permissions of a
former user’s files can prevent confusion or possibly even spurious
accusations of wrongdoing in the future. Unless the user was involved
in system cracking, there’s no reason to think that the user’s password
will be duplicated in the password database. No system file’s owner-
ship or permissions should need changing when deleting a user.
Although overwriting deleted files with random data may be useful in
some high-security environments or with unusually sensitive data, it’s
not a necessary practice on most systems. See Chapter 4 for more
information.

8. B. In 2001, all major Debian-based distributions use not just the
Debian package system but many Debian component packages as a
starting base. Debian is available for non-x86 CPUs, so Pentium opti-
mization is not universal (although Corel Linux does use a Pentium-
optimized kernel). RPM is available on Debian and its derivatives, and
it can be used, although it’s generally not recommended. The Debian
package format is the second most popular in the Linux world, behind
RPM but ahead of tarballs—at least as a basis for distributions. See
Chapter 3 for more information.

9. C. The second set of permission bits (rw-) indicates that the file’s
group (audio) may read from and write to the file. This permission
string ensures that, if sound has more than one member, multiple
users may access the file. The leading c indicates that the file is a char-
acter device file, not a directory. chmod 660 Toud will not change the
file’s permissions; 660 is equivalent to rw-rw----. See Chapter 4 for
more information.
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10.

11.

12.

13.

14.

A. tcpdis the TCP Wrappers program. This program provides some
security features that are largely provided directly by xinetd, so most
systems that use xinetd don’t call tcpd from xinetd. The other
options appear in both types of files, although arguments for the
server aren’t required for either super server. See Chapter 6 for more
information.

D. You can easily edit that line to change the program run by the $CC
variable, or you can assign different values to the variable within a
conditional in support of different system configurations. Specifying
the program directly will as easily ensure that it’s run. Any program
that can be called from a variable can be called directly. Variable
assignment doesn’t allow the script to call programs for which the user
lacks execute permission. See Chapter 6 for more information.

B. Kernel bugs often manifest themselves in the form of kernel
oopses, in which an error message including the word oops appears on
the console and in log files. Although a program might conceivably
trigger a kernel oops, the bug is fundamentally in the kernel. (Kernel
oopses also often indicate hardware problems.) See Chapter 9 for
more information.

A, D. The biggest problem with resizers is the potential for data loss
in the event of a crash or power failure during the resize operation.
They also can render a system unbootable because of a moved kernel.
This latter problem can be overcome by reinstalling LILO. Linux
doesn’t use partition ID codes except during installation, and resizing
programs don’t touch these codes. PartitionMagic and resize2fs are
two programs commonly used to resize ext2 filesystems. See Chapter 7
for more information.

D. XFree86 4.0.x includes a new driver architecture, so some of
3.3.6’s accelerated drivers haven’t been ported to the new system as of
version 4.0.3. In such cases, using the old server can provide a snap-
pier display. It’s 4.0.x that provides support for multiple monitors.
The presence of a separate accelerated driver in 3.3.6 does not neces-
sarily mean that the 4.0.x support is slower. See Chapter 2 for more
information.
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B. iptables is the tool for configuring the 2.4.x Linux kernel’s fire-
wall features. (ipfwadm and ipchains perform these tasks for the
2.0.x and 2.2.x kernels, respectively.) Apache is a Web server and
wall sends messages to all currently logged-on users. TCP Wrappers
controls access to specific servers but it isn’t a firewall per se. See
Chapter 1 for more information.

D. setserial returns information on the RS-232 serial port’s hard-
ware and current operating status, such as the port speed. See Chapter 9
for more information.

B. These scripts hold startup commands individualized for their host
(“local”) computer, as opposed to provided with the distribution. In
principle, these scripts could be used for any of the other listed pur-
poses, but this isn’t their usual function. See Chapter 6 for more
information.

A. The SCSI Configured Automatically (SCAM) protocol, if sup-
ported by the host adapter and SCSI devices connected to it, auto-
configures those devices. The Server Message Block (SMB) is a protocol
used in Windows file sharing and implemented by Samba in Linux.
The Advanced SCSI Programming Interface (ASPI) is a method com-
mon in DOS and Windows for programs to interface with SCSI
devices. The Advanced Technology Attachment Packet Interface
(ATAPI) is a protocol used by many EIDE devices. See Chapter 1 for
more information.

A. Testing your emergency tools can save you time when the pressure
is on during a restore. In extreme cases, testing tools and finding prob-
lems with them may allow you to correct problems that might cause
hours of effort in an emergency. Distributions’ emergency disks may
or may not contain the exact tools you need to restore a system.
They’re unlikely to contain commercial backup tools. Recovering by
doing a slim Linux installation and then using that to recover a
backed-up system is one approach to the problem of doing a complete
restore, but it’s not the only solution. Assuming you’ve made a com-
plete backup to CD-R, it’s possible to completely restore a system
from CD-R. See Chapter 7 for more information.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Assessment Test

20.

21.

22,

23.

24.

25.

C. Tpdis a multifunction tool that accepts print jobs from local and
remote systems, maintains print queues, and sends data to printers
(both local and remote). It does zot, however, feed back information
on a printer to applications. See Chapter 8 for more information.

C. Option A extracts files from the archive without displaying their
names. Option B lists the files in the archive; but without the --
verbose (v) option, it doesn’t list file sizes or time stamps. Option D
will cause tar to attempt to extract the named file from its standard
tape device. See Chapter 3 for more information.

C. Switches allow full-duplex operation and reduce the chance of
collisions on a network relative to hubs. Both devices come in
100Mbps models and models supporting both fewer than and greater
than 5 devices. Neither type of device normally supports 10-Base5
cabling; they’re both intended for use with twisted-pair network
cables. See Chapter 5 for more information.

C. InLinux, ki11a17 kills all processes of the specified name. When
the superuser issues the command, it will kill processes owned by nor-
mal users, as well as root’s processes of the specified name. It can take
a signal name or number as a parameter, but if that’s omitted, it
defaults to a TERM signal. The advantage of ki11a11 over ki11 is that
you don’t need to look up a PID to use ki11a11. There is no -n param-
eter for ki11al11. See Chapter 7 for more information.

B. Some distributions use particular boot floppies (or other boot
media) for specific installation media. Others allow you to select the
installation medium from a list early in the installation process. None
require you to enter this information at the 1ilo: prompt. Most dis-
tributions support multiple installation media. The installer cannot
auto-detect your installation medium, except insofar as an installer
can be written to support just one, with different boot floppies for dif-
ferent media. See Chapter 2 for more information.

A, B, D. The USB port has been used for connecting just about every
type of external peripheral, including keyboards, mice, modems,
printers, scanners, cameras, and removable-media drives. USB is inad-
equate for driving a monitor, but some monitors include USB hubs or
USB speakers. RAM is always installed internally, never via an exter-
nal port like USB. See Chapter 1 for more information.
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Answers to Assessment Test liii

26. D. A login problem isolated to one user is almost certainly related to
something in the user’s configuration files. One possible source of the
problem is the file or directory controlling the window manager or
desktop environment. IceWM isn’t the default window manager for
KDE, so .1icewmisn’t the appropriate directory to delete; . kde is. See
Chapter 2 for more information.

27. B. The output redirection operator is >, so option B sends the output
of uptime to uptime-stats. txt. The echo command displays infor-
mation on the screen, so option A simply causes uptime uptime-
stats.txt to appear. Option C uses a pipe. If uptime-stats.txt
were a program, it would process the output of uptime, but the result
of this command will probably be a file not found or permission
denied error. Option D uses an input redirection operator, so uptime
receives the contents of uptime-stats.txt as its input. See Chapter 9
for more information.

28. A. System cron jobs are controlled through /etc/crontab, which
normally specifies several directories whose contents are run at vary-
ing intervals, so copying a script to one of these directories turns it into
a system cron job. The crontab program is used to create user cron
jobs. Both options B and C might work, #f the computer has a user
called system, which isn’t a standard account name. Cron jobs cre-
ated in this way would work with the system user’s privileges, but
they wouldn’t be system cron jobs in the sense discussed in Chapter 7.
See Chapter 7 for more information.

29. B. Most Unix applications can be recompiled on Linux to function,
and Windows includes support for DOS programs. Linux and Win-
dows NT/2000 are both well suited to use on networks. Linux, not
Windows, is the OS that’s best suited to configuration via text-based
tools. Windows, not Linux, supports the most popular office produc-
tivity applications, such as Microsoft Office. See Chapter 1 for more
information.

30. B. A firewallis normally a first line of defense, either on the network
as a whole or on an individual computer. If the firewall doesn’t block
access (because of a bug, misconfiguration, or other problem), subse-
quent controls may do the job. Server options are one such subsequent
control. See Chapter 5 for more information.
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Chapter

Planning the
Implementation

THE FOLLOWING COMPTIA OBJECTIVES ARE
COVERED IN THIS CHAPTER:

v" 1.1 Identify purpose of Linux machine based on predetermined
customer requirements (e.g., appliance, desktop system,
database, mail server).

v" 1.2 Identify all system hardware required and validate that it is
supported by Linux (e.g., CPUs, RAM, graphics cards, storage
devices, network interface cards, modem).

v" 1.3 Determine what software and services should be installed
(e.g., client applications for workstation, server services for
desired task), check requirements and validate that it is
supported by Linux.

v' 1.4 Determine how storage space will be allocated to file
systems (e.g., partition schemes).

v" 1.5 Compare and contrast how major Linux licensing schemes
work (e.g., GNU/GPL, freeware, shareware, open source, closed
source, artistic license).

v 1.6 Identify the function of different Linux services (e.g.,
Apache, Squid, SAMBA, Sendmail, ipchains, BIND).

v" 1.8 Describe the functions, features, and benefits of a Linux
solution as compared with other operating systems (e.g., Linux
players, distributions, available software).

v" 1.10 Identify where to obtain software and resources.

v" 1.11 Determine customer resources for a solution (e.g., staffing,
budget, training).
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v' 7.1 ldentify basic terms, concepts, and functions of
system components, including how each component
should work during normal operation and during the
boot process.

v' 7.2 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI settings,
cabling) by identifying proper procedures for installing
and configuring ATA devices.

v' 7.3 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI settings,
cabling) by identifying proper procedures for installing
and configuring SCSI and IEEE 1394 devices.

v' 7.4 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI settings,
cabling) by identifying proper procedures for installing
and configuring peripheral devices.

v' 1.5 Assure that system hardware is configured correctly
prior to installation (e.g., IRQs, BIOS, DMA, SCSI, cabling)
settings by identifying available IRQs, DMAs, and I/O
addresses and procedures for device installation and
configuration.
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ost computers are not designed or sold with Linux in
mind. This means that Linux doesn’t always run properly on them, or it may
not take full advantage of the computer’s hardware. Therefore, if you need
to buy or build a new computer, it’s important to understand what Linux
needs with respect to hardware so that you can buy a computer with appro-
priate specifications.

Just as you should understand Linux’s hardware requirements, you need
to know something about the Linux software world. When you are deter-
mining what operating system (OS) to install on a computer, one of the most
critical questions you should ask yourself is whether the software you need
is available on the OS in question. Locating Linux software and understand-
ing its licensing terms are also important aspects of software requirements
for Linux.

Understanding these fundamental hardware and software features will
help you in every subsequent aspect of Linux configuration and use because
they lay the groundwork for additional Linux layers. Many of your installa-
tion choices (discussed in Chapter 2, “Installing Linux”) depend upon your
hardware, for instance, and many details of system configuration and
administration (discussed throughout the rest of the book) rely upon your
choice of Linux vendor.

Evaluating Computer Requirements

If you’re building or buying a new computer, one of the first steps you
must take is to lay out the system’s general hardware requirements—the
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amount of RAM, the approximate central processing unit (CPU) speed,

the amount of disk space, and so on. These characteristics are determined in
large part by the role or roles the computer will play. For instance, a work-
station for a graphics designer will require a large monitor and good video

card, but an Internet server needs neither. Once you’ve decided the general

outline of the hardware requirements, you can evaluate your resource limi-
tations (such as your budget) and arrive at more specific hardware selections—
specific brands and models for the individual components, or for a pre-built
computer.

Workstations

A workstation is a computer that is used primarily or exclusively from that
computer’s own console (the keyboard and monitor attached directly to the
computer). Workstations are sometimes also referred to as desktop comput-
ers, although some people apply the latter term to somewhat lower-
performance computers without network connections, reserving the term
“workstation” for systems with network connections.

Because they’re used by individuals, workstations typically require fairly
good input/output devices—a large display (typically 17-inch or larger), a
high-quality keyboard, and a good 3-button mouse. (Linux, unlike Win-
dows, uses all three buttons, so a 2-button mouse is suboptimal.) Worksta-
tions also frequently include audio hardware (a sound card, speakers, and
sometimes a microphone) and high-capacity removable media drives (Zip or
LS-120 drives, perhaps CD-R or CD-RW burners, and often a DVD-ROM
drive).

CPU speed, memory, and hard disk requirements vary from one applica-
tion to another. A low-end workstation that’s to be used for simple tasks
such as word processing can get by with less of each of these values than is
available on new computers today. A high-end workstation that will be used
for video rendering, heavy-duty scientific simulations, or the like may need
the fastest CPU, the most RAM, and the biggest hard disk available. Like-
wise, low-end workstations are likely to have less cutting-edge network
hardware than are high-end workstations, and the differing hard disk
requirements dictate less in the way of backup hardware for the low-end
workstation.
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Servers

Evaluating Computer Requirements 5

The word server can mean one of two things: a program that responds to net-
work requests from other computers, or the computer on which the server
program runs. When designing a computer, the latter is the appropriate def-
inition. Servers usually have little or no need for user-oriented features like
large monitors or sound cards. Most servers make heavy use of their hard
disks, however, so large and high-performance disks are desirable in servers.
For the same reason, Small Computer System Interface (SCSI) disks are pre-
ferred to Enbanced Integrated Device Electronics (EIDE) disks—SCSI disks
tend to perform better, particularly when multiple disks are present on a
single computer. (This issue is discussed more later in the chapter, in the sec-
tion entitled “Hard Disk Space.”)

Small servers, such as those handling a few users in a small office, don’t
need much in the way of CPU speed or RAM, but larger servers need more
of these quantities, especially RAM. Linux automatically buffers disk
accesses, meaning that Linux keeps recent disk accesses in memory, and
reads more than it requested from disk. These practices mean that when sub-
sequent requests come in, Linux can deliver them from memory, which is
faster than going back to the disk to obtain the data. Thus, a server with lots
of RAM can often outperform an otherwise similar server with only a mod-
est amount of RAM.

It’s important to realize that server needs fall along a continuum; a very
low-demand Web site might not require a very powerful computer, but a
very popular Web site might need an extraordinarily powerful system. There
are also many other types of servers available, including Usenet news servers,
database servers, time servers, and more. (News and database servers are
particularly likely to require very large hard disks.)

Dedicated Appliances

Some Linux systems function as dedicated appliances—as routers, print
servers for just one or two printers, the OS in small robots, and so on. In
some cases, as when the computer functions as a small router, Linux can
enable recycling of old hardware that’s otherwise unusable. Dedicated appli-
cations like these often require little in the way of specialized hardware.
Other times, the application demands very specialized hardware, such as
custom motherboards or touch-panel input devices. Overall, it’s difficult to
make sweeping generalizations concerning the needs of dedicated appliances.
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Special Needs

Sometimes, the intended use of the computer requires specialized hardware
of one variety or another. Common examples include the following:

Video input If the computer must digitize video signals, such as those
from a television broadcast or a videotape, you will need a video input
board. The Linux kernel includes drivers for several such products, and a
variety of programs are available to handle such inputs. The Video4Linux
project (http://roadrunner.swansea.linux.org.uk/v41.shtml)
supports these efforts.

Scientific data acquisition Many scientific experiments require real-
time data acquisition. This requires special timing capabilities, drivers for
data acquisition hardware, and software. The Linux Lab Project (http://
www.1Tp.fu-berlin.de) is a good starting point from which to locate
appropriate information for such applications.

USB devices The Universal Serial Bus (USB) is a multipurpose external
hardware interface. It’s seeing increased use as an interface method for
keyboards, mice, modems, scanners, digital cameras, printers, removable-
media drives, and other devices. Linux added USB support in the 2.2.18
and 2.4.x kernels. This support is good for some devices but weak or non-
existent for others. Check http://www.linux-usb.org to learn about
support for specific devices. You’ll also have to be sure to use a distribu-
tion with USB support, or at least upgrade the kernel to include this
support.

Determining Available Resources

Before you decide on specific hardware to be used for a new system,
you should consider the resources available to you. These include any exist-
ing hardware that you can reuse, or with which a new system must integrate;
the budget under which you must work; and the expertise available to you,
both as it exists now and as it might exist after it has been obtained by train-
ing personnel to use new hardware and software.
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Utilizing Existing Hardware

One resource you may have available is that of existing hardware. One of the
reasons for Linux’s popularity is that it can be stripped of graphical user
interface (GUI) configuration tools and other resource hogs and still accom-
plish a great deal. This makes Linux an excellent OS with which to stretch
the life of old hardware. Before you purchase a new system, you should also
consider how it will integrate with your current infrastructure, such as your
current network, existing printers, and so on.

Reusing Old Hardware

If you have much in the way of old hardware, you may be able to use it with
Linux, particularly in specialized ways. For instance, an early Pentium, or
even a 486 system, can make a good dedicated firewall for a small- or
medium-sized office. Such an application requires little CPU power, almost
no disk space (some products for this purpose fit on a single floppy disk), and
little RAM. Such a system can also be turned into a print server for two or
three printers (this may require adding parallel port or USB cards); or, with
the addition of more disk space and possibly RAM, it can be used as a light-
duty file server. With a big enough monitor, such a system can function as a
terminal (even a graphical X terminal) to other Linux or Unix computers.

Another approach for reusing old hardware is to scavenge parts for inclu-
sion in an otherwise new system. Components like monitors, speakers, mice,
keyboards, removable-media drives, hard disks, and many add-in cards can
be moved from an old, decommissioned system to an otherwise new one,
thus saving the cost of the new components. Of course, this is best done with
components that are in good condition. Also, some components improve
substantially with time, so old components may not be useful in modern sys-
tems. A 1995 hard disk isn’t likely to be large enough to be worth salvaging,
for instance. Some technologies, such as those for RAM and CPUs, change
so much that old components can’t be used in new hardware after more than
a year or two.

Integrating With Existing Infrastructure

When planning a new system, you must be aware of the environment in
which it will be placed. This environment includes many components. Some-
times there’s little you can do to make Linux compatible with this infrastructure;
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at other times, you can buy appropriate hardware or install software to make
the system compatible. Here are a few examples:

Network connections In many offices, networking is critically impor-
tant, so a Linux system must be able to work on the local network. If your
office uses a Token Ring network, for instance, you’ll need to track down
and install Token Ring cards for which Linux drivers exist rather than
using the more common Ethernet cards.

Printers If the computer must link directly to a printer, the two devices
need compatible interfaces. Most x86 PCs sold today include one parallel,
one or two serial, and two USB ports. You may need to add extra ports
or buy a USB hub if you need to connect more printers than this. (Printer
driver configuration is another important issue, which is discussed in
Chapter 8, “Hardware Issues.”)

Modems Linux works with most external RS-232 serial modems. Exter-
nal USB modems work if they follow the Communication Device Class
Abstract Control Model (CDC-ACM) protocol. Internal models may or
may not work, depending upon the model. Broadband (cable and DSL)
modems work if they use Ethernet interfaces, but internal and USB devices
both require explicit driver support, so check on that detail.

Scanners Check on http://panda.mostang.com/sane for informa-
tion on Linux’s support for scanners. As a general rule, SCSI-interfaced
models work well, while USB and parallel-port scanners may or may not
work, depending upon the model in question.

Removable-media devices Linux works well with most removable-
media devices. Whether your office uses Zip, LS-120, magneto-optical,
Jaz, CD-RW, or other media, Linux can use them. The main caveat relates
to the interface. SCSI and EIDE devices work well, as do many parallel-
port and USB devices—but a few of the latter two types will cause prob-
lems. Also, some Windows CD-RW software creates discs that Linux
can’t read.

As a general rule, if you expect Linux to interface directly with a device,
you should check on compatibility. You can usually find some way to get
Linux working with your infrastructure, but you may need to buy extra
hardware or use unusual drivers.
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Balancing Budgetary Limitations

Whether you’re working in an organization or buying a computer for your-
self, it’s a good idea to set a budget for a new computer before you buy. If you
fail to do this, it’s easy to fall into a pattern of feature inflation, in which you
decide to spend “just” $20 more on one upgrade, and “just” $30 more on
another. Before long, you’ve added $500, $1000, or more to the cost of the
computer. When setting your budget, remember that you may need to make
some unexpected purchases after the fact. For instance, you may find that
you need an adapter to connect an external SCSI device to your computer’s
external SCSI port.

There’s a good chance you’ll find that your ideal computer costs more
than you’ve budgeted for it. If this happens, you have two choices: revise
your budget or settle for a lesser computer. (You can, of course, do a little of
both.) If you choose to trim, here are some suggestions:

= Today’s hard disks are measured in the tens of gigabytes in capacity,
which is more than enough for most workstations and even many
servers. You may be able to make do with a smaller hard disk than
you’d planned. If necessary, you can add another hard disk in the
future. Also, look for the hard disk capacity sweet spot—the point that
carries the lowest price per gigabyte of storage. If you’d planned to
buy at just above the sweet spot, reducing disk size by a little can
reduce the cost by a lot.

= It’s easy to list floppy, DVD-ROM, CD-RW, Zip, and Jaz drives as
being required, but are they? You might be able to omit the DVD-
ROM drive and use a CD-RW to both read and write CDs. An LS-120
drive can read ordinary floppy disks.

= Large monitors are very nice, but they may be overkill, particularly for
low-end workstations and servers. I do not, however, recommend that
you cut costs by purchasing an unknown low-cost monitor, particu-
larly for a workstation. A monitor with a blurry screen, or one that
flickers a lot, can cause eyestrain and headaches. Similarly, cheap key-
boards can be a false economy on heavily used workstations if they
contribute to carpal-tunnel syndrome.
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= CPU speed increases rapidly in the computer industry, and in 2001, CPUs
are faster than required for many applications. If you truly need a fast
CPU, by all means get one, but for many workstations, a mid-range CPU
will do well. You may also want to look for the CPU price sweet spot.
This often occurs just below the top of the line, so even if you need a
speedy CPU, getting the model that’s one or two notches below the
top-speed model may make sense.

= Many of today’s top video cards are targeted at game players, who
want high-speed, 3-dimensional effects. 3D effects are computation-
ally expensive, and they also require a lot of RAM. For traditional
office applications, a card with minimal or no 3D effects and 8MB of
RAM is perfectly adequate. Some high-end graphics applications may
need more, though.

One additional consideration, particularly if you’re buying multiple
Linux computers, is that you may be able to invest additional resources in a
single computer rather than distribute the resources among a group of sys-
tems. For instance, a single computer with a large hard disk can function as
a file server for dozens of computers with anemic hard disks. You can even
give users accounts on a central system and have them run programs on that
computer, using their own systems as little more than terminals. In fact, this
approach can be a great way to reuse old hardware—even a 486 can function
as an adequate terminal (even for X-based GUI programs).

Considering Available Expertise

Ideally, once Linux is installed and running, the details of your hardware
selections will be unimportant to the computer’s ultimate users. The average
user doesn’t really care if you use an ATI or Matrox video card, and they
won’t need to manually reconfigure these components. Of course, the end
user may care that you’ve selected a 17-inch rather than a 19-inch monitor
to save money.

Local expertise becomes important in a few hardware devices, however.
If you’re installing a new network, you may need to arrange for training so
that users can use the necessary network applications. At anything but the
smallest sites, it’s also important to have somebody on hand to troubleshoot
network problems as they arise. Removable disks occasionally require expla-
nations, particularly warnings concerning proper care of the media. In
Linux, CD-R and CD-RW drives don’t operate like other removable-media
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devices, so users must be told how to use appropriate Linux software. End
users may also require training on tape backup devices.

End-user training and expertise are at least as important for Linux soft-
ware as for hardware. Users who are used to Microsoft Windows or MacOS
can probably adapt to Linux without too much difficulty, but they’ll find this
task much easier if they’re given a complete desktop environment, such as
the K Desktop Environment (KDE) or the GNU Network Object Model
Environment (GNOME). Both come with most Linux distributions, and are
described briefly in Chapter 2. If you’re migrating a large number of users
from another OS to Linux, you may want to organize some introductory
Linux orientation sessions in which you demonstrate Linux and highlight
some of the differences between Linux and the old OS.

Deciding What Hardware to Use

Once you’ve decided on the approximate specifications for a com-
puter and you’ve set a budget, you can begin deciding on exact specifica-
tions. If you possess the necessary knowledge, I recommend indicating
manufacturer and model numbers for every component, along with one or
two backups for each. (RAM, however, is close to being a commodity; few
people shop for RAM by brand, although the type of RAM is important.)
You can then take this list to a store and compare it to the components
included in particular systems, or you can deliver your list to a custom-build
shop to obtain a quote. If you don’t have enough in-depth knowledge of spe-
cific components, you can omit the make and model numbers for some com-
ponents, such as the hard disk, CD-ROM drive, monitor, and motherboard.
You should definitely research Linux compatibility with video cards, net-
work cards, SCSI host adapters (if you decide to use SCSI components), and
sound cards (if the computer is to be so equipped). These components can
cause problems for Linux, so unless you buy from a shop that’s experienced
in building Linux systems, a little research now can save you a lot of aggra-
vation later when you try to get a component working in Linux.
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A Rundown of PC Hardware

Computers are built from several components that must interact with each
other in highly controlled ways. If a single component misbehaves or if the
interactions go awry, the computer as a whole will malfunction in subtle or
obvious ways. Major components in computers include the following:

Motherboard The motherboard (also sometimes called the mainboard)
holds the CPU, RAM, and plug-in cards. It contains circuitry that “glues”
all these components together. The motherboard determines what type of
memory and CPU the computer can hold. It also includes the BIOS, which
controls the boot process, and it usually has built-in support for hard
disks, floppy disks, serial ports, and other common hardware.

CPU The CPU is the computer’s brain—it performs most of the compu-
tations that result in a system’s ability to crunch numbers in a spreadsheet,
lay out text in a word processor, transform PostScript to printer-specific
formats for a print queue, and so on. To be sure, 